Abstract-It is speculated that higher penetration of inverterbased distributed energy resources (DERs) can increase the risk of cascading tripping events due to voltage fluctuations. Quantifying this risk requires solving the dynamic state transition equations of tripping events for interconnected DERs. However, these equations lead to a complex non-equilibrium system, which does not settle into stationary steady state conditions due to the volatility of DERs/loads. Thus, tripping dynamic equations do not have an asymptotic solution, which implies that the non-equilibrium dynamic model cannot be used as a tractable basis for DER curtailment prediction and mitigation. To address this challenge, we apply a probabilistic approach, which employs Chebyshev's inequality to obtain an alternative timeinvariant dynamic state transition model for quantifying the risk of tripping for networked DERs. Unlike the original nonequilibrium system, the proposed probabilistic dynamic model is stationary, which enables operators to estimate the expected DER curtailment events asymptotically using DER/load statistics. Furthermore, by integrating this probabilistic state transition model into an optimization framework, countermeasures are designed to mitigate cascading tripping events. Since the proposed model is parameterized using only the statistical characteristics of nodal active/reactive powers, it is especially beneficial for practical systems, which usually are not fully observable in realtime. Numerical experiments have been performed employing real data and feeder models to verify the performance of the proposed technique.
I. INTRODUCTION
Increasing penetration of distributed energy resources (DERs) in distribution grids represents opportunities for enhancing system resilience and customer self-sufficiency, as well as challenges in grid control and operation. One of these challenges is the potential increase in the risk of cascading tripping of inverter-based resources due to undesirable fluctuations in the grid's voltage profile [1] . This can put a hard limit on the feasible capacity of operational DERs in distribution grids, reduce the economic value of renewable resources for customers, and cause loss of service in stand-alone systems [2] , [3] . The possibility of DER power generation disruption due to voltage-related vulnerabilities in unbalanced distribution grids has been discussed in the literature: in [4] , [5] , risk of cascading tripping of DERs, with ON/OFF current interruption mechanism was demonstrated numerically in a distribution grid test case for the first time. It was shown that the unbalanced and resistive nature of networks can further exacerbate this problem by causing positive inter-phase voltage sensitivity terms. These positive sensitivity coefficients act as destabilizing positive feedback loops that lead to voltage rise after tripping of an individual inverter, which in turn could contribute to a follow-up chain of DER disconnections. The impact of grid voltage sensitivity on DER curtailment was also studied and observed in [2] . Based on these insights, guidelines were provided in [6] to roughly estimate the impact of new DER capacity connections on the maximum voltage rise in the grid. Detailed realistic numerical studies were performed on practical feeder models in [7] - [12] that corroborated the considerable impacts of extreme PV integration levels, and DER control modes on grid voltage fluctuations, which is the critical factor in causing massive DER curtailment scenarios.
Most existing works relied on simulations and numerical studies to capture DER tripping under high renewable penetration. While this has led to useful guidelines and invaluable intuitions, it falls short of providing a generic theoretical foundation for predicting cascading tripping events caused by voltage fluctuations. Specifically, two fundamental challenges have not been fully addressed: (1) The relationship between nodal DER power distributions, nodal voltage profiles, and inverter tripping events has not been systemically analyzed in the literature thus far. Capturing this relationship analytically, leads to a set of networked dynamic state transition equations, which turns out to be non-differentiable and nonlinear. (2) Instantaneous nodal DER/load powers serve as non-stationary inputs to tripping equations, which further complicate study of the system by constantly driving the tripping dynamics out of equilibrium. In this sense, the tripping dynamics is a case of non-equilibrium complex systems [13] without a stationary steady-state solution. The loss of asymptotic solution for tripping events means that predicting the extent of DER curtailment can be an intractable problem in general.
To tackle these challenges, we propose an alternative statistical modeling approach to quantify and mitigate the risk of voltage-driven cascading tripping events. The proposed method is based on a probabilistic state transition model for DER tripping, which unlike the original non-equilibrium model, is stationary since its parameters are determined using DER/load statistics, instead of instantaneous real-time samarXiv:1908.01129v1 [eess.SY] 3 Aug 2019 ples. Thus, this dynamic model can be assumed to be constant over properly-selected time windows, which allows system operators to define and calculate an asymptotic statistical equilibrium for tripping events. The statistical equilibrium is leveraged to predict and then mitigate expected DER curtailment in the grid, despite the time-variable nature of DERs/loads.
The proposed methodology is built upon probabilistic manipulation of power flow equations in radial networks, where Bernoulli random variables are used to model probabilities of inverter tripping. These probabilities are voltage-dependent and serve as micro-states in the state-space representation of the dynamic state transition equations of tripping events. Then, Chebyshev's inequality [14] is applied to determine a stationary lower bound for the values that these micro-states can assume under probable nodal power injection scenarios. This lower bound, at its equilibrium, provides a conservative asymptotic estimation of expected DER curtailment, and thus, represents a statistical risk metric for tripping events. Furthermore, the lower-bound equilibrium is encoded into an optimization framework, which enables mitigating the expected DER curtailment events by designing optimal voltage regulation countermeasures.
The proposed methodology is generic and can capture the behavior of arbitrary radial distribution feeders using only load/DER statistics and network topology/parameters. This implies that tripping events can be conservatively predicted using the proposed model and without the need for online access to granular DER/load data, which makes our strategy specifically suitable for assessing and mitigating risk of DER tripping in practical networks, which are usually only partially observable in real-time. In addition, the proposed statistical model can be used to detect emerging phase transitions in distribution grids, which correspond to probable massive DER curtailment events. Numerical experiments have been performed using real advanced metering infrastructure (AMI) data and feeder models from our utility partners to validate the developed statistical framework.
II. DERIVING AN APPROXIMATE STATISTICAL DYNAMIC MODEL OF DER TRIPPING EVENTS
In this section, we will develop and then parameterize a statistical dynamic state transition model of networked DERs to quantify the possibility of emergent cascading tripping events. To do this, first, we begin with the original nonequilibrium model of DER tripping with ON/OFF voltagedriven current interruption mechanism, and then, we will show that by adopting a probabilistic approach towards the original model and using Chebyshev's inequality, tripping dynamics can be conservatively estimated using statistical properties of nodal available load/DER power.
A. Original Networked Switching Dynamic
In this paper, it is assumed that DERs are protected against voltage deviations using ON/OFF switching mechanisms. Note that here a "switch" can be a mechanical relay, as well as a non-physical inverter control function that stops current injection into the grid under abnormal voltage even if the inverter is still physically connected to the grid [15] . The DER is tripped in case the nodal voltage deviates from a userdefined permissible range, [V min , V max ]. In this paper, this range is adopted from the literature [4] , as V min = 0.9 p.u. and V max = 1.1 p.u.. The switching mechanisms are simply modelled as binary micro-state variables with the following voltage-dependent dynamics (see Fig. 1 ):
where, s i (t) is the micro-state assigned to the i'th DER at time t as a function of the DER node's voltage magnitude V i . Here, s i (t) = 1 implies ON and s i (t) = 0 indicates OFF. Since the approximate power flow equations for distribution grids are linear with respect to the squared values of nodal voltage magnitudes [16] , we re-write equation (1) using a variable transformation, v i = V 2 i , and employing unit step functions as follows:
where, v min = V 2 min , v max = V 2 max , and the unit step function U (·) is defined as follows:
Note that a change in the state of one switch will cause nodal power curtailment, which leads to a change of voltage at other nodes that can in turn trigger consecutive tripping events. To obtain the overall state-space dynamics of DER tripping, the mutual impacts of switch micro-states on each other are captured using an approximate unbalanced power flow model for radial distribution grids [16] , which determines voltage at node i as a function of active/reactive power injections of every other node in a grid (with a total of N + 1 nodes):
where, v 0 = V 2 0 , with V 0 denoting the voltage magnitude at a grid reference bus, and the intermediary variableṽ ij represents the impact of active/reactive power injection at node j on v i , which is obtained as follows:
where, R ij and X ij are the aggregated series resistance and reactance values corresponding to the intersecting branches in the paths connecting nodes i and j to the reference bus calculated as follows [16] :
where, P a(i, j) represents the set of pairwise nodes consisting of the neighboring nodes that are on the intersection of the unique paths connecting nodes i and j to the reference bus; r nm and x nm denote the real series resistance and reactance of the branch connecting nodes n and m. Also,p j andq j denote the active and reactive power injections at bus j, which are in turn determined by the micro-state of the DER at node j (see Fig. 1 ):p
with p j and q j representing the available load/DER power at node j, where p j > 0 implies generation. Note that (4)- (7) are obtained in vector form for all three phases of unbalanced distribution grids [16] .
Equations (2)- (9) determine the full state-space representation of state transition dynamics of networked DERs, which is a case of non-equilibrium complex dynamic systems [13] consisting of N interactive micro-state variables {s 1 , ..., s N }. The nonlinearity of the system hints at the possibility of emergence of non-trivial macro-level behaviors and phase transitions, including loss of a large number of DERs due to a cascading tripping event. However, p j and q j act as timevarying parameters within the model, which impede analytical treatment of equations for predicting the asymptotic macrolevel behavior of the system. In the next section, we provide an alternative manageable statistical method to approximate and infer the behavior of this complex dynamic system.
Note that not all the nodes in the dynamic model are necessarily controlled by ON/OFF voltage-sensitive switching mechanisms. For examples, ordinary load nodes generally do not have the dynamics shown in (2) . For the sake of brevity, the switching dynamics is still written for all the nodes in the grid as presented, however, we will simply assign constant values, s i (t) = 1, ∀t to the nodes with no ON/OFF control and remove their corresponding switching dynamics from the state-space equations (see Fig. 1 ).
B. Alternative Approximate Statistical Dynamic Model
To handle the time-variability and discontinuity of the original dynamic system, we adopt a probabilistic point of view towards the model. Accordingly, the ON/OFF current interruption mechanisms, s i 's, are modelled as random variables following Bernoulli probability distributions with parameters λ i , ∀i ∈ {1, ..., N }: s i ∼ B(λ i ), where parameter λ i is defined as the probability of the i'th DER switch being ON, λ i (t) = P r{s i (t) = 1}. The goal is to transform dynamic micro-states from binary variables (s i ∈ {0, 1}) into continuous variables (λ i ∈ [0, 1]). To rewrite the dynamic model in terms of new micro-states note that we have E{s i (t)} = λ i (t) for Bernoulli probability distributions, where E{·} represents the expectation operation. Thus, by performing an expectation operation over both sides of (2), switching dynamics in terms of the new micro-states can be obtained as follows:
where, we have exploited E{U (f (x))} = P r{f (x) ≥ 0}.
Note that the expected ON/OFF control dynamic represented by (10) is an implicit function of nodal voltage probability distribution. However, the exact distributions of nodal voltages is unknown and a complex function of nodal active/reactive injections, which implies that (10) cannot be determined analytically unless over-simplifying assumptions are made. Instead, we employ Chebyshev's inequality [14] to provide a lower bound on micro-state dynamics as a function of nodal voltage statistics without making any assumption on voltage distributions,
where, σ 2 vi and µ vi are the variance and mean of v i , respectively. Hence, the approximate dynamic model can be formulated for each micro-state as follows:
This new dynamic model has two features: (1) it is a conservative estimator of the original system since it overestimates the probability of DER tripping,λ i ≤ λ i . (2) As will be shown in Section II-C, the approximate dynamic model can be conveniently parameterized in terms of nodal available active/reactive power statistics.
C. Approximate Dynamic Model Parameterization and StateSpace Representation
To parameterize the alternative approximate dynamic model (12) , nodal voltage statistics, σ 2 vi and µ vi , are obtained in terms of nodal available active/reactive power statistics. To do this, power flow/injection equations (4)-(9) are leveraged.
Stage 1: µ vi Parameterization -The expected value of voltage magnitude squared is determined using (4)- (5) as,
To calculate E{p j } and E{q j }, we will first obtain their cumulative distribution functions (CDFs) [14] , Fp j and Fq j , respectively. This process is shown forp j as follows (Fq j is obtained similarly):
The rational behind (14) is that the distribution of power injection is determined by two functions: the distribution of DER switch (which is ON with probability λ j (t)), and the CDF of available DER power, F pj . Now, the probability density functions (PDF) of the realized active nodal power injection, fp j , can be calculated as a function of the available active DER power PDF, f pj (similar operation is performed for reactive power):
Then, using the active/reactive power injection PDFs, E{p j } and E{q j }, can be obtained through integration:
where, P j and Q j denote the mean values of the available active and reactive powers at node j, respectively (P j = E{p j } and Q j = E{q j }). Thus, the mean nodal voltage magnitude squared can be written in terms of DER switch statistics and expected DER/load available powers:
vi Parameterization -Using (4), the variance of nodal voltage magnitude squared can be formulated as,
where, σ 2 vij is the variance ofṽ ij , and the operator Ω{x 1 , x 2 } denotes the covariance of the two random variables x 1 and x 2 , which itself can be written in terms of their correlation, ρ x1,x2 , and standard deviations, σ x1 and σ x2 , as Ω{x 1 , x 2 } = ρ x1,x2 σ x1 σ x2 . To fully parameterize σ 
where, σ 2 pj and σ 2 qj are the active/reactive power injection variances, which can in turn be determined as follows:
where, E{s 
(22) By integrating (22) and using (16)- (17) 
where, the term E{p jqj } is calculated similar to previous derivations (i.e., CDF→PDF→integration), which combined with (16) and (17) yields the following result:
where, Ω{p j , q j } can be determined in terms of available active/reactive power statistics, including correlation and standard deviations as Ω{p j , q j } = ρ pj ,qj σ pj σ qj . Thus, using (23), (24), and (26), σ 2 vij can be parameterized in terms of the available active/reactive power statistics, and with respect to dynamic system micro-states:
where, the time-invariant parameters Γ 1 ij and Γ 2 ij are given below:
Stage 2-2: Ω{ṽ ij ,ṽ ik } Parameterization -Similar to (26), Ω{ṽ ij ,ṽ ik }, is broken down to its components:
By adopting a CDF→PDF→integration strategy, E{ṽ ijṽik } is determined in terms of active/reactive power injection statistics as follows:
where, using previous derivations and through algebraic manipulations, the following parameterization is obtained in terms of available active/reactive power statistics for Ω{ṽ ij ,ṽ ik }:
where, the parameters Γ 1 ijk and Γ 2 ijk are determined as:
By substituting (32) and (27) 
where, all the time-invariant parameters of the model are concatenated into the vector a 0 a 0 a 0 and matrices B, and {C 1 , ..., C N }. The elements of these parameters are determined by organizing the previous derivations in Stages 1 and 2, as follows:
where, a 0 a 0 a 0 (i) denotes the i'th element of a 0 a 0 a 0 , and B(i, j) and C i (j, k) are the (i, j)'th and (j, k)'th elements of B and C i , respectively. The aggregate switch dynamic can be written as a function of approximate macro-state,Ŝ = N i=1λ i , as follows:
where,Ŝ is a conservative estimator of the real macro-state, S, which is the actual expected population of switches that are ON, i.e.,Ŝ(t) ≤ S(t). Also, B(i, :) is the i'th row of matrix B. To summarize, the proposed approximate probabilistic dynamic model leverages available load/DER power statistics shown in Table I .
The approximate dynamic model (35) has an intuitive interpretation: matrix B represents the linear component of the switching dynamics, which as can be observed in (37) and (29), is determined only by each individual nodes' active/reactive power statistics, including the expected values and self-correlation between active/reactive power at each node alone. However, matrices {C 1 , ..., C N } capture the nonlinear components of the approximate dynamic model, where the element C i (j, k) determines the coefficient assigned to the interactive nonlinear probability-product termλ j (t) ·λ k (t) in drivingλ i (t+1). In other words, C i (j, k) quantifies the mutual impact of the j'th and k'th DER micro-states on dynamics of the i'th DER switch. Furthermore, as observed in (38) and (33) the elements of C i , unlike B, are determined by the mutual correlations in available active/reactive powers of different DERs. The inherent nonlinearity of (35) hints at the possibility of phase transition and macro-level bifurcation as DER/load power statistics evolve over time, which could correspond to a cascading tripping event (at least in the approximate statistical dynamic model). In this sense, the structure of the approximate dynamic model is similar to other complex interactive dynamic systems in the literature, including nonlinear combinatorial evolution models [13] and asymmetric Ising systems [17] , which are also known to demonstrate critical behavior and emergent non-trivial patterns at the macro-level under certain conditions.
III. DER CURTAILMENT QUANTIFICATION AND MITIGATION
Using (35) as a conservative worst-case dynamic bound for the real system, an optimization problem is formulated to provide a realistic estimation of the actual values of the micro-states of the grid. This problem is solved at any given time-window at which available nodal active/reactive power statistics are known:
where, P P P = [P 1 , ..., P N ] . The objective of this optimization problem is to find the maximum achievable expected DER power in the gird according to the conservative statistical model. While the solution to this problem is still a lower bound estimation of the real achievable DER power, the estimation gap betweenλ λ λ and λ λ λ is minimized. In other words, the optimization searches for the most optimistic values for microstates with respect to the conservative approximate dynamic model. The problem is constrained by the stationary statistical equilibrium of the approximate dynamic model obtained bŷ λ λ λ(t + 1) =λ λ λ(t), which defines the statistical steady-state 3057  3058  3059  3060 3061   3062  3063  3064  3065  3066 3067   3070   3071   3072   3073  3074   3077  3078   3079   3081   3083  3084  3085  3086  3087  3088  3089  3090  3091   UG2  9 1   3093   3094   3095   3096   3097   3098   3099   3101 3102 3103   3104   3105   3106   3108  3109  3110  3111  3112   3114   3115   3116  31 1 7  3120   3121   3122   3123  3124  3125  3126   3127   3128   3129   3130   3131   3132   31 3 4  31 3 5  31 3 6   31 3 7   3138   3139   3141  3142  3143   3144  3145  3146 3147   3148  3149  3150  3151  3152  3153  3154   3157  3158  3159  3160  31 6 condition for the system. Furthermore, the physical characteristics of micro-states are constrained by valid probability assignments within [0, 1] interval.
A similar problem can be formulated to provide countermeasures against massive tripping events at any given time window. For example, here we provide a formulation for minimizing DER curtailment by controlling the voltage magnitude at the system reference bus: . . .
where
IV. NUMERICAL EXPERIMENTS AND VALIDATION Numerical experiments have been performed to validate the proposed approximate statistical dynamic model. In this, we have used real feeder model of an Iowa distribution system from our utility partner as shown in Fig. 2 . The network model in OpenDSS and detailed parameters are available online [18] . To perform simulations we have used real solar and load data with 1-second time resolution from [19] . Fig. 3 shows the DER outputs at different nodes in the system for one day. Fig. 4 demonstrates 15-minute average nodal demand. The load/DER data have been randomly distributed across the three phases of the grid at each node.
To verify the performance of the proposed approximate statistical dynamic model, time-series simulations were performed on the test system. Then, the real values of original micro-states, λ i , were determined empirically over time windows of length T = 60 minutes. Intuitively, λ i serves as the ground truth and roughly represents the portion of time that s i is ON during each time window: Fig. 5a demonstrates the empirical micro-states, λ i , at different time intervals, which are determined by applying (43) to simulation outcomes. Based on the values of these micro-states, the empirical macro-state value is calculated at all time intervals, which represents the expected percentage of DER switches in ON state, i.e., S p (T ) ≈ N i=1 λi(T ) N × 100. Fig. 5b compares the empirical macro-state value and the lower bound value constructed using solutions of (40). As can be seen, the solution from the approximate dynamic model actually represents a lower bound to the empirical macrostate obtained from simulations at all time windows, which corroborates the performance of the method. Fig. 5c depicts the aggregate maximum available DER (all switches ON at all time), empirical aggregate realized DER from numerical simulations, and DER power corresponding to solution of (43). As observed, the lower bound solution still holds and provides a conservative yet close estimation for the empirical achievable DER power outcome.
The gap between the empirical macro-state obtained from numerical experiments and the proposed lower bound is an implicit function of DER penetration. Sensitivity analysis was performed to quantify the relationship between this gap and DER penetration percentage, as shown in Fig. 6 . Here, DER penetration is defined as the mean value of peak nodal DER power over peak nodal demand. The maximum, minimum, and mean values of the gap between the provided lower bound and the empirical macro-state is measured at various levels of DER penetration. As is observed in the figure, the optimistic value of the gap drops and eventually reaches 5% as DER penetration increases, which indicates that the lower bound approaches the true macro-state value in grids with higher DER penetration. On the other hand, the maximum value of the gap shows an increase after a certain DER penetration level which points out to higher variations in solutions obtained from the approximate dynamic model. Fig. 7 shows the overall daily DER curtailment levels, both empirical and the lower bound, as a function of changes in inverter control parameter. The DER inverters in the system are assumed to be controlled in constant power factor (PF) mode. As the reference PF setpoint increases and the system moves towards unity PF the voltage fluctuations decrease, which leads to lower DER curtailment. This confirms previous observations in the literature [8] . Furthermore, our proposed statistical-dynamic-based lower bound always over-estimates the curtailment level, as expected correctly from the conservative estimator.
Further tests were performed to corroborate the performance of countermeasure design strategy introduced in (41). Fig.  8a shows the outcome of the optimization problem (41), compared to a base case without any voltage regulation. As observed, v 0 is optimally decreased during DER-rich intervals to compensate for the increased voltage fluctuation levels. Fig.  8b compares the aggregate DER injection values under the newly acquired v 0 values and the base case without voltage control. As can be seen, the obtained countermeasure has assisted significantly in mitigating the overall DER curtailments during critical time intervals. Fig. 9 demonstrates the average realized daily DER power ratio as a function of average DER penetration. While the maximum realizable DER power is initially constant, it starts to drop as DER penetration in the system passes a certain threshold. The emerging drop is caused by increasingly larger tripping events. The existence of this threshold attests to a phase transition in the switching dynamics, which has been observed in other nonlinear complex systems as well [13] . Above the DER integration threshold, which is around 30% for the test system, massive DER curtailment can be expected due to voltage fluctuations. It can be observed that the statisticaldynamic-based lower bound accurately tracks the behavior of the real system, and can be used to convey information on the whereabouts of the phase transition.
V. CONCLUSIONS
In this paper, a probabilistic dynamic state transition model of DER tripping is presented to assess the risk of cascading power curtailments due to voltage fluctuations in distribution grids. This model is developed using only the statistical properties of available load/DER active/reactive power. Numerical results on a real distribution feeder using real data successfully validate the estimated conservative lower bounds on dynamic micro-states. Furthermore, it is demonstrated that the proposed model can be used for identifying phase transitions in tripping dynamics and designing countermeasures to minimize risk of DER curtailment.
